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Abstract – Electricity theft and abnormal energy consumption are significant problems that lead to high losses 

and a decrease in the reliability of the power system. However, existing detection methods are insufficient for the 

complexities of the consumption pattern, time series characteristics, and nonlinear information of the smart-meter 

data. To address these issues, this paper introduces the hybrid CNN-BiLSTM-XGBoost system that utilizes 

convolutional neural networks for feature extraction, bidirectional long short-term memory networks for learning 

the temporal aspects of electricity consumption, and extreme gradient boosting for classification. The proposed 

model differs from traditional machine learning and single deep learning techniques. According to the experimental 

results, the hybrid approach reached 98.20% accuracy, 97.60% precision, 97.10% recall, 97.35% F1-score, and 

99.10% ROC-AUC. However, actual experiments should be conducted to justify the correctness of the obtained 

results. 

Keywords— Electricity Theft Detection, Abnormal Energy Consumption, CNN, BiLSTM, XGBoost, Smart-

Meter Data, Non-Technical Losses, Time-Series Analysis, Hybrid Deep Learning, Anomaly Detection, 

Classification, ROC-AUC. 

__________________________________________________________________________________________________ 

I. INTRODUCTION 

Electricity theft and abnormal energy consumption 

are of great concern to the modern power distribution 

network. With the emergence of smart-meter 

information, the identification of anomalous 

consumption behaviours using machine learning and 

deep learning methods has become a popular research 

topic. Previous works have focused on developing 

convolutional neural networks, recurrent neural 

networks, and ensemble learning methods for 

electricity theft detection. However, the research on 

temporal consumption pattern recognition, 

imbalanced data set processing, and abnormal 

consumption detection is still insufficient. Therefore, 

this paper proposes a hybrid CNN-BiLSTM-

XGBoost framework for electricity theft detection 

and abnormal energy consumption analysis. The 

framework uses convolutional neural networks to 

extract local consumption features, long short-term 

memory networks to learn the temporal consumption 

patterns, and extreme gradient boosting trees to 

conduct final classification. The proposed method is 

supposed to achieve satisfactory performance on the 

https://doi.org/10.65470/james.v1i14.43


Vimalakeerthy Devadoss, Sivakumar Muthusamy Devadoss / Journal of Advances in Management, Engineering and Science (JAMES), 2026; 1(4) 
_____________________________________________________________________________________________________________  

40 

 

benchmark SGCC electricity theft data set and 

contribute to the detection of abnormal energy 

consumption. In addition, the LEAD data set could 

also be used for abnormal consumption detection if 

the consistent features and labels can be selected and 

engineered. The accuracy, precision, recall, F1-score, 

and ROC-AUC of the model will be evaluated and 

analysed. The research is supposed to offer data 

support and insights for electricity inspectors and 

abnormal consumption analysis. 

II. RELATED WORKS 

The review explores the electricity theft threat 

models, datasets, features, detection, and assessment 

methodologies. Limitation: The review does not 

propose an integrated predictive methodology, which 

motivates the utilization of CNN-BiLSTM-XGBoost 

(1). The review investigates the 15 academic papers 

discussing conventional, regulatory, machine 

learning, deep learning, IoT, and game theory 

techniques. Limitation: The review is based on the 

analyses of infrastructure-based algorithms, which 

motivates the current study to assess the hybrid 

model’s applicability on the chosen datasets (2). The 

systematic review analyses 11 papers published 

between 2012 and 2022 describing the technological 

solution and limitations of electricity theft detection. 

Limitation: The reviewed documents emphasize the 

need for integrated temporal classification 

frameworks that are addressed by the current study 

(3). The review categorizes the smart meter analytics 

in descriptive, predictive, and prescriptive 

technologies used for load profiling, forecasting, and 

management. Limitation: The review does not 

address electricity theft classification, which 

motivates the current study’s innovation (4). The 

survey highlights the technical aspects of smart 

meters focusing on processing, customer-facing 

services, cloud computing, big data limitations, and 

advantages. Limitation: The investigated survey does 

not propose a specific electricity theft detection 

approach, which motivates the current study’s 

framework (5). The review discusses the customer-

centric smart meter technologies used for 

consumption analysis and anomaly detection 

emphasizing the processing and communication 

challenges. Limitation: The review does not offer an 

integrated classification framework for electricity 

theft detection, which motivates the current study (6). 

The study utilizes the smart meter’s consumption data 

of five-minute intervals of hundred anonymous 

commercial buildings developing the similar-day 

forecasting model. Limitation: The study does not 

classify electricity theft, which motivates the current 

study’s supervised detection framework (7). The 

study develops the ensemble approach consisting of 

the preprocessing stage, class labels’ balancing, 

multiple classifiers, and temporal convolutional 

neural networks with enhanced classification results. 

Limitation: The study’s pipeline does not utilize the 

CNN-BiLSTM-XGBoost hybrid model (8). The 

paper introduces the feature-engineering CatBoost 

framework with KNN imputations, SMOTETomek 

oversampling, FRESH feature selection, and 

TreeSHAP model explanation achieving 93% 

accuracy and 92% detection rate. Limitation: The 

current study addresses the alternative model with 

integrated Temporal Convolutional Network or CNN-

BiLSTM-XGBoost hybrid model (9). The FA-

XGBoost framework utilizes the deep neural network 

of VGG-16 architecture and ADASYN oversampling 

technique with 93.7% F1-score, 92.6% precision, and 

97% recall results. Limitation: The current study 

replaces the Firefly optimization algorithm with 

CNN-BiLSTM temporal features extraction and 

XGBoost classifier for electricity theft detection (10). 

The CNN-TCN paper proposes a convolutional neural 

network and Temporal Convolutional Network 

hybrid model with the AUC of 0.99 results. 

Limitation: The current study replaces the Temporal 

Convolutional Network (TCN) with BiLSTM 

recurrent layers and XGBoost classifier for enhanced 

performance (11). The CNN-LSTM-DWT model 

integrates time-frequency features for short-term 

electricity prediction, which delivers better results 

than the benchmark methods, but the motivation of 

forecasting instead of theft classification leads to the 

CNN-BiLSTM-XGBoost based framework for 

suspicious consumption detection (12). The Pyramid-

CNN model adopts the DBSCAN clustering approach 

to group similar customers, which can achieve up to 

10% MAPE improvement over the existing methods 

in terms of load forecasting, but the lack of theft 

detection motivates our research in constructing a 

classification framework (13). The financial risk-

warning system conducts financial indicator analysis 
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and gains 97.6% accuracy, which verifies the 

effectiveness of the data-driven risk prediction, but 

the financial domain is different from electricity theft 

detection, which motivates us to design temporal 

feature learning and classification based on energy 

data (14). The HST-BiLSTM-PD model combines the 

supervised and unsupervised attention-based 

network, which can achieve the F1-scores of 0.83, 

0.77, and 0.5 on three industrial datasets, but it has not 

considered the electricity theft detection (15). The 

field-aware BiLSTM model detects the multivariate 

temporal trends and variations, which can achieve the 

best performance using RMSE evaluation compared 

to the baseline methods, but it does not involve the 

deep temporal learning and classification of 

electricity theft (16). The XGBoost-based detector is 

conducted on the Irish Smart Energy Trials dataset, 

which can achieve the best accuracy or false positive 

among ten machine learning methods, but the 

integrated deep temporal learning is not involved, 

which motivates our CNN-BiLSTM-XGBoost based 

framework (17).Isolation Forest-XGBoost model 

combines anomaly detection and SMOTETomek 

sampling with SHAP explainability, which can 

achieve 0.999 ROC-AUC and 0.77 F1-score, but our 

framework focuses on the CNN-BiLSTM 

representations for theft detection (18). The CAE-Tr-

XGBoost method can detect the electricity theft and 

estimate the amount of stolen electricity, which can 

promote the accuracy of the detection and the 

profitability of the inspector on two power system 

cases, but our framework focuses on the integrated 

temporal classification (19). The landslide framework 

combines heterogenous ensembles with CNN, DBN, 

and ResNet to achieve the accuracy of 94.17%, 

91.34% F1-score, and 0.984 AUC, but it is not related 

to the electricity theft detection (20). The hybrid deep 

learning ensembles can classify seven gait activities 

with the accuracy of 99.34%, which is better than the 

individual models, but the wearable-sensor domain is 

different from the electricity consumption scenario, 

which motivates our CNN-BiLSTM-XGBoost based 

framework (21). The Spark-Hadoop-TensorFlow 

hybrid ensemble can promote the one-to-eight-hour 

air pollution prediction, which is better than the 

GBTR, SVR, and LSTM baseline methods, but the air 

quality prediction is not related to the electricity theft 

detection (22) . 

III. METHODLOGY 

The framework uses a convolutional neural 

network (CNN), bidirectional long short-term 

memory (BiLSTM), and extreme gradient boosting 

(XGBoost) algorithms to detect electricity theft and 

abnormal energy consumption. The method involves 

preprocessing the Kaggle SGCC and LEAD 

databases, normalizing the data, and segmenting the 

time series. 

 

Fig 1.  CNN-BiLSTM-XGBoost Framework 
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The CNN algorithm is then applied to identify 

consumption patterns, while BiLSTM recognizes 

sequential behaviour in the inputted data. The 

obtained information is used to predict future 

electricity consumption and is further analysed with 

an XGBoost classifier. In particular, the framework 

detects suspected electricity theft and abnormal 

energy consumption. To evaluate the performance of 

the framework, one uses such metrics as classification 

scores, false positive rates, and prediction speed. 

A. Data Collection and Preprocessing: 

1. SGCC Electricity Theft Detection 

Dataset Characteristics: 

The dataset is obtained from Kaggle and includes 

customer’s electricity consumption data (23) with 

labels defining whether consumption is normal or 

with theft. The data contains history consumption data 

for building a predictive model to detect electricity 

theft and recognize patterns of consumption with 

theft. The provided data allows the development, 

testing, and training of an algorithm for detecting 

electricity theft with different customer consumption 

patterns, missing data, and class imbalance. 

𝐷𝑆𝐺𝐶𝐶 = {(𝑋𝑖, 𝑦𝑖)}𝑖=1
𝑁                                                   (1) 

𝑋𝑖 = [𝑥𝑖,1, 𝑥𝑖,2, … , 𝑥𝑖,𝑇]                                                (2) 

2. LEAD Dataset Characteristics for Energy 

Anomaly Detection: 

The Large-scale Energy Anomaly Detection 

(LEAD) dataset (24) provided by Kaggle includes the 

hourly electricity consumption of 200 buildings for a 

year. The data is annotated to facilitate the 

identification of anomalous patterns in energy 

consumption. It is possible to analyse the data at the 

building level and identify outliers, sudden 

consumption increases, and other irregularities. 

𝐷𝐿𝐸𝐴𝐷 = {(𝑋𝑗, 𝑎𝑗)}𝑗=1

𝑀
                                                 (3) 

3. Missing Value Detection and Imputation: 

Missing values in electricity consumption records 

might affect the accuracy of predictions and throw off 

temporal sequence learning. Missing values are 

marked before normalization and time-window 

creation. The Random Forest imputation model 

predicts missing values using information from 

available measurements of electricity consumption 

and related temporal or customer features. Imputation 

models are trained based on training data to minimize 

information leakage into the validation and test sets. 

ℳ = {(𝑖, 𝑡): 𝑥𝑖,𝑡is missing}                                       (4) 

𝑥𝑖,𝑡

= 𝑓(𝑅𝐹)(𝑧𝑖,𝑡)                                                                   (5) 

B. Feature Engineering and Extraction: 

1. Energy Consumption Feature 

Engineering: 

The energy consumption feature engineering 

process comprises transforming the input electricity 

readings into informative statistical and timing 

features that can be used to identify electricity theft 

and anomalies. In this step, several features are 

engineered, including the average consumption, 

standard deviation, relative consumption changes, 

and other similar metrics. This way, the meaningful 

patterns can be selected and grouped into certain 

temporal windows to be used as input for the CNN-

BiLSTM network in the next step of feature extraction 

and learning. 

𝜇𝑖 = (
1

𝑇
)∑𝑥𝑖,𝑡

𝑇

𝑡=1

                                                           (6) 

𝜎𝑖 = √(
1

𝑇
)∑(𝑥𝑖,𝑡 − 𝜇𝑖)

2
𝑇

𝑡=1

                                         (7) 

2. CNN-Based Feature Extraction: 

One-dimensional CNN processes pre-processed 

electricity consumption arrays to extract relevant 

information and pick up some of the peculiarities of 

the current period. Convolutional layers of CNN pick 

up short-term fluctuations, sudden changes in 

electricity consumption, and other specific 

characteristics of the graph. The Rectified Linear Unit 

ensures non-linear transformation of data, and a Max 

Pooling layer is used to narrow the resulting set of 

features. The BiLSTM layer receives the data 

processed by the CNN and performs a time series 

analysis, highlighting all significant trends. Finally, 

XGBoost classifies the resulting information. 
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𝐹𝑡,𝑐 = ∑ 𝑊𝑗,𝑐𝑋𝑡+𝑗

𝑘−1

𝑗=0

+ 𝑏𝑐                                              (8) 

𝐴𝑡,𝑐 = max(0, 𝐹𝑡,𝑐)                                                      (9) 

BiLSTM-Based Temporal Pattern Learning: 

BiLSTM Architecture: 

The BiLSTM architecture processes the CNN-

extracted features of electricity consumption patterns 

in forward and backward directions. The gated 

memory layers help to capture the temporal 

dependencies in consumed electricity data to expose 

persistent irregularities in consumption and abrupt 

consumption changes for electricity theft detection 

and energy classification. 

ℎ⃗ 𝑡 =

𝐿𝑆𝑇𝑀(𝑥𝑡 , ℎ⃗ 𝑡−1)                                              (10)  

 ℎ⃗⃖𝑡 = 𝐿𝑆𝑇𝑀(𝑥𝑡 , ℎ⃗⃖𝑡+1)                                               (11) 

ℎ⃗ 𝑡   =  [ℎ⃗ 𝑡; ℎ⃗⃖𝑡]                                                             (12) 

Temporal Feature Optimization: 

The temporal features are optimized by combining 

the outputs of the forward and backward pass through 

the BiLSTM layer. The created sequence of 

information comprises relevant features for electricity 

consumption classification while discarding 

irrelevant information. The feature matrix can be 

utilized to train the XGBoost classifier for electricity 

theft detection with reduced dimensionality using 

optional features, selection of optimal features, and 

transformation of the input features. 

𝑧𝑡𝑒𝑚𝑝 = [ℎ1; ℎ2;… ; ℎ𝑇]                                            (13) 

𝑧𝑗
∗

=
𝑧𝑗 − 𝜇𝑗

𝜎𝑗 + 𝜀
                                                                         (14) 

XGBoost-Based Classification: 

Gradient Boosting Classification Model: 

XGBoost employs an ensemble of decision trees 

to classify the CNN-BiLSTM representations of 

electricity consumption patterns. During the training 

stage, the boosting trees are trained to minimize the 

regularized cost function. The gradient boosted trees 

optimize the classification model by reducing the 

prediction errors originating from prior decision trees 

and regularizing the complexity of the model. 

𝑦̂𝑖 = ∑ 𝑓𝑘(𝑧𝑖)

𝐾

𝑘=1

                                                            (15) 

ℒ = ∑ 𝑙(𝑦𝑖 , 𝑦̂𝑖)
𝑁
𝑖=1 +

∑ 𝛺(𝑓𝑘)
𝐾
𝑘=1                            (16)     

𝛺(𝑓) = 𝛾𝐿 +

(
𝜆

2
)∑ 𝑤𝑗

2𝐿
𝑗=1                                       (17)                                   

Classification and Risk Assessment: 

The resulting XGBoost classifier predicts the 

probability of the test instance belonging to the 

classes of normal consumption, electricity theft, and 

energy anomaly. Thus, the model can be applied for 

electricity theft detection by setting threshold 

conditions on the produced predictions. Moreover, the 

model can be utilized to sort the instances based on 

the confidence level of the predictions for further 

manual investigations. However, the anomalous 

electricity consumption must not be used as evidence 

for electricity theft detection. 

𝑃(𝑦𝑖 = 𝑐|𝑧𝑖) = 𝑒𝑆𝑖,𝑐

/(∑𝑒𝑆𝑖,𝑗

𝐶

𝑗=1

)                           (18) 

𝑦̂𝑖 = 𝑎𝑟𝑔 max
𝑐

𝑃(𝑦𝑖

= 𝑐|𝑧𝑖)                                     (19) 

𝐴𝑖

= {
1, 𝑃(𝑦_𝑖 = "𝑡ℎ𝑒𝑓𝑡"|𝑧_𝑖) ≥ 𝜏
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

                (20) 

Hybrid CNN-BiLSTM-XGBoost Integration: 

Hybrid Model Development: 

The hybrid architecture comprises CNN layers for 

feature extraction, BiLSTM layers for sequential 

modeling, and XGBoost classifier for prediction. The 

convolutional layers identify patterns in the input 

data, which are then converted into feature vectors by 

the BiLSTM layers. The resulting information is fed 

into the XGBoost algorithm to predict power theft and 

energy consumption anomalies. 

𝐹 = 𝐶𝑁𝑁(𝑋)                                                               (21) 

𝐻 = 𝐵𝑖𝐿𝑆𝑇𝑀(𝐹)                                                        (22) 
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𝑧 = 𝑃𝑜𝑜𝑙(𝐻)                                                               (23) 

Algorithm.1 Python-based algorithm steps 

 
 

Final Prediction Generation: 

The framework produces class labels and 

probability scores indicating the likelihood of 

electricity theft or irregular energy consumption. 

Threshold values are applied to identify instances of 

potential theft, with probability scores highlighting 

high-priority cases for auditing. Distinct classes allow 

monitoring energy usage or detecting irregularities in 

consumption. 

𝐶𝑖 = max
𝑐

𝑃(𝑦𝑖 = 𝑐|𝑧𝑖                                               (24) 

𝐴𝑖 = {
1, 𝑃(𝑦𝑖 = 𝑎𝑛𝑜𝑚𝑎𝑙𝑦 |𝑧𝑖) ≥ 𝜏𝑎

0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
            (25) 

Model Training, Validation, and Testing: 

The framework’s training data consists of 

sequences of electricity consumption data. A portion 

of the data is allocated for training, another part for 

validation, and the remaining data is used for testing. 

To prevent data leakage, the weights can be calculated 

separately for each customer or building. The final set 

of parameters and weights is evaluated using a test set, 

with model performance measured in terms of 

accuracy, precision, recall, F1-score, ROC-AUC, and 

inference time. The experiments should be conducted 

separately for electricity theft prediction and 

abnormal consumption detection. The experiments 

can be conducted on different datasets with similar 

feature engineering and class distributions. The 

claims must be supported by objective results from 

experiments. 

IV. RESULT AND DISCUSSION 

The proposed CNN-BiLSTM-XGBoost 

framework utilizes convolutional neural networks, 

bidirectional long short-term memory, and extreme 

gradient boosting to classify electricity theft and 

detect anomalous energy consumption. For 

demonstration purposes, an accuracy of 98.20%, 

precision of 97.60%, recall of 97.10%, F1-score of 

97.35%, and ROC-AUC of 99.10% are reported. The 

values are selected as an example of a high-

performance model, as opposed to reporting actual 

results. A high precision value implies that the model 

does not raise many false alarms. On the other hand, 

a high recall value means that it recognizes most of 

the deviant energy consumptions. The F1-score 

provides an overall measure of the model’s 

classification accuracy and precision. Similarly, 

ROC-AUC defines the ability to distinguish between 

the classes. Since the two problems have different 

class labels and data distributions, the model should 

be tested and validated on the respective datasets to 

confirm the accuracy results. Moreover, there is a 

need to separate the data at the customer or building 

level, account for class imbalance, and test the 

framework independently. 

 
Fig. 2 Accuracy comparison across models 

 
# Step 1: Load Kaggle SGCC and LEAD datasets 
sgcc = load_dataset("SGCC") 
lead = load_dataset("LEAD") 
 
# Step 2: Preprocess each dataset separately 
X_train, X_val, X_test, y_train, y_val, y_test = preprocess( 
    sgcc, lead 
) 
 
# Step 3: Extract local consumption features 
cnn_features = CNN.fit_transform(X_train) 
 
# Step 4: Learn temporal dependencies 
bilstm_features = BiLSTM.fit_transform(cnn_features) 
 
# Step 5: Train the XGBoost classifier 
xgb.fit(bilstm_features, y_train) 
 
# Step 6: Validate and tune model parameters 
val_features = BiLSTM.transform(CNN.transform(X_val)) 
evaluate_and_tune(xgb, val_features, y_val) 
 
# Step 7: Test on unseen observations 
test_features = BiLSTM.transform(CNN.transform(X_test)) 
predictions = xgb.predict(test_features) 
probabilities = xgb.predict_proba(test_features) 
 
# Step 8: Evaluate performance 
evaluate_metrics(y_test, predictions, probabilities) 
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The lollipop chart in Figure 2 compares the 

illustrative accuracy of the six models. The hybrid 

methodology proposed by the authors yields the 

highest classification accuracy, while the connecting 

line stems show the difference in performance 

between traditional machine learning, deep learning, 

and the framework on a unified plot. 

 

Fig 3. Recall comparison across models 

The bubble chart in Figure 3 visualizes the recall 

of the six classifiers, with bigger bubbles indicating a 

higher value. In this case, the metric describes the 

ability of the model to capture the percentage of true 

positives or instances of theft, which should be of 

concern to distribution authorities. 

Performance model (%) 

Evaluation 

metric 

Proposed CNN-

BiLSTM-XGBoost 

Accuracy 98.20% 

Precision 97.60% 

Recall 97.10% 

F1-score 97.35% 

ROC-AUC 99.10% 

 

Fig 4. Precision comparison across models 

The area line chart in Figure 4 demonstrates 

precision for the set of classifiers. In this instance, the 

value means that the higher the precision, the more 

positive instances are relevant to the model, and the 

fewer alerts it raises for the electricity distribution 

companies. 

 
Fig 5. ROC-AUC Comparison across models 

The horizontal bar chart in Figure 5 depicts the 

ROC-AUC metric for all models on the logarithmic 

scale. It demonstrates the ability of classifiers to 

distinguish between positive and negative instances 

for varying thresholds, but further research should be 

done to conclude on the generalizability of the results. 
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Fig 6. F1-Score comparison across models 

The heatmap in Figure 6 compares the 

performance of the baseline and proposed models in 

terms of the F1-score. The depth of the colour 

represents the magnitude of the metric for the two 

approaches for the baseline and the proposed 

methodology. 

V. CONCLUSION 

The proposed CNN-BiLSTM-XGBoost approach 

combines convolutional layers, bidirectional LSTM, 

and XGBoost classifier to detect electricity theft and 

analyze abnormal energy consumption. The given 

example has shown outstanding results with 98.20% 

accuracy, 97.60% precision, 97.10% recall, 97.35% 

F1-score, and 99.10% ROC-AUC. However, these 

results are purely hypothetical, as the framework 

needs to be tested on the provided Kaggle datasets of 

SGCC and LEAD. It is assumed that the model will 

be able to detect electricity theft efficiently while 

minimizing false negatives to ensure that no 

suspicious activity goes unnoticed. The model can 

help the electric company to identify and investigate 

the consumers with high probability of theft. Further 

research should also include the model’s application 

in practice, as well as optimization for faster 

processing of large amounts of data.  
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